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1. INTRODUCTION

ABSTRACT

Risk management should be applied not only at the corporate level but also on a per-
sonal level. As technology becomes increasingly integral to daily life, implementing
personal risk management in digital activities warrants examination. This study ex-
plores personal risk management within the context of online shopping. It investigates
factors influencing personal risk management, including privacy concerns, perceived
security threats, and internet self-efficacy. The study focuses on individuals from Gen-
eration Z, the first generation to grow up in a fully digital environment. Data were
collected through online questionnaires, yielding 972 responses, of which 466 were
analyzed further. The data were processed using SEM-PLS. The findings indicate that
privacy concerns, perceived threats, and internet self-efficacy directly impact personal
risk management, which in turn directly influences purchase intentions. This research
offers valuable insights for regulators in crafting digital security regulations, for indi-
viduals in evaluating and enhancing their personal risk management strategies, for
online retailers in designing robust data security measures, and for researchers as a
contribution to the limited literature on this topic.

ABSTRAK

Manajemen risiko seharusnya diterapkan tidak hanya pada tingkat perusahaan tetapi
juga pada tingkat pribadi. Seiring dengan semakin pentingnya teknologi dalam ke-
hidupan sehari-hari, penerapan manajemen risiko pribadi dalam aktivitas digital
perlu diteliti. Studi ini mengeksplorasi manajemen risiko pribadi dalam konteks bel-
anja online. Penelitian ini menyelidiki faktor-faktor yang mempengaruhi manajemen
risiko pribadi, termasuk kekhawatiran privasi, ancaman keamanan yang dirasakan,
dan efikasi diri internet. Studi ini berfokus pada individu dari Generasi Z, generasi
pertama yang tumbuh dalam lingkungan yang sepenuhnya digital. Data dikumpulkan
melalui kuesioner online, menghasilkan 972 tanggapan, di mana 466 di antaranya
dianalisis lebih lanjut. Data diproses menggunakan SEM-PLS. Temuan menunjukkan
bahwa kekhawatiran privasi, ancaman yang dirasakan, dan efikasi diri internet mem-
iliki dampak langsung pada manajemen risiko pribadi, yang pada gilirannya secara
langsung mempengaruhi niat pembelian. Penelitian ini menawarkan wawasan ber-
harga bagi regulator dalam merancang regulasi keamanan digital, bagi individu da-
lam mengevaluasi dan meningkatkan strategi manajemen risiko pribadi mereka, bagi
pedagang ritel online dalam merancang langkah-langkah keamanan data yang kuat,
dan bagi peneliti sebagai kontribusi terhadap literatur yang terbatas pada topik ini.

Industry 5.0 represents an industrial revolution characterized by the collaboration between humans and ma-
chines, aiming to enhance production efficiency with a focus on human-centric and sustainable practices
(Adel, 2022; Nikiforova et al., 2022). This collaboration inherently involves the dissemination of information,
including personal data, which should be carefully managed to prevent unauthorized exposure. While the
benefits are significant, it is crucial to recognize the risks associated with maximizing human-machine col-
laboration. Often, individuals perceive risk management as a responsibility of corporations or governments,
rather than a personal obligation (Kozarevi et al., 2015; Viola et al., 2023). However, risk management is a
responsibility shared by individuals at personal, organizational, and macro levels.
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Research on personal risk management is limited, typically focusing on financial or health manage-
ment risks (Ajupov et al., 2019; M. A. Fox et al., 2021). There is a notable gap in studies addressing personal
risk management related to data security in the context of digitalization. Digitalization has permeated vari-
ous sectors due to its numerous advantages. Social media, in particular, plays a crucial role in transactions,
especially for Generation Z, whose unique shopping behaviors make it a vital tool for marketing products
and brands (Febrian et al., 2022; Nurhadi et al., 2022). Consumer buying patterns have shifted from tradi-
tional to online channels, facilitated by easy access to digital technology and global markets (Moon et al.,
2021). Despite general awareness of data protection's importance, many individuals lack the resources to
assess information security risks, implement mitigation strategies, or participate in awareness training pro-
grams (Nicolas-Rocca & Burkhard, 2019b). Numerous incidents involving personal data breaches have oc-
curred, with over 35 billion records compromised in more than 9,000 publicly disclosed incidents (IT Gov-
ernance, 2024). A survey predicts the global annual cost of cybercrime will reach $9.5 trillion USD in 2024
(Bluefin, 2024). Effective risk management begins with analyzing critical information, conducting risk assess-
ments, evaluating alternatives, and selecting the best course of action (Dobrowolski et al., 2022).

Generational differences significantly influence behavior in digital transactions. Older generations
tend to trust government measures for transaction security, while younger generations rely more on peer
recommendations (Adiani et al., 2021). According to the Central Bureau of Statistics, Generation Z constitutes
27.95 percent of Indonesia's population (Fajri, 2022). This generation's distinctive e-commerce behaviors war-
rant further study (Mubarok, 2022). Online shopping intent is a key variable for testing risk management
applications, as Generation Z frequently engages in online shopping. This study focuses on Generation Z,
digital natives born between 1990 and 2005, who have grown up with the internet and are adept at online
shopping. This generation is characterized as tech-savvy, empowered, prematurely mature, protected, risk-
averse, and pampered (Dang et al., 2020; Dobrowolski et al., 2022; Kien Men & Noordin, 2019). The research
examines the application of risk management in online shopping activities.

Few studies have explored digital self-efficacy in Generation Z (Lee, 2021). This study aims to assess
Generation Z's awareness of personal risk management in digital transactions and its link to purchase inten-
tions. Specifically, it investigates whether privacy concerns, perceived threats, and internet self-efficacy in-
fluence personal risk management, and whether personal risk management affects purchase intentions. The
research contributes to raising individual awareness about the importance of protecting personal data as a
form of personal risk management. Regulators should enforce existing rules to ensure effective personal data
protection and regulate data collection, processing, and storage practices. This study is limited to personal
risk management related to digital security, excluding financial security, due to the scarcity of research in
this area, highlighting the need for increased awareness among individuals and regulators.

2. THEORETICAL FRAMEWORK AND HYPOTHESES
2.1. Theoretical Foundations
This research is grounded in three foundational theories: risk management theory (Ajupov et al., 2019), the
Theory of Reasoned Action (TRA) by Fishbein and Ajzen (1975) (Maity et al., 2019; H. Setiawan & Iramani,
2023), and prospect theory (Singh et al., 2023). Internal control theory, which gained popularity in 1992, em-
phasizes the necessity of risk management as a component for achieving organizational goals (Mu et al.,
2023). However, the application of this theory to personal risk management is not straightforward. Therefore,
this study primarily relies on risk management theory, which is based on three core concepts: utility, regres-
sion, and diversification (Ajupov et al., 2019; Gilliam et al., 2010). According to this theory, the utility method
informs decision-making by emphasizing the importance of considering the magnitude of different outcomes
(Ajupov et al., 2019).

The TRA is used to understand motivations behind normative behavior and computer usage (A.
Habib et al., 2022; Maity et al., 2019; Al-Jabri et al., 2020; Castillo-Vergara et al., 2022). TRA explains the in-
tention to use information technology through behavioral intentions and subjective norms (Castillo-Vergara
et al.,, 2022; A. Setiawan et al., 2021). In this study, which links personal risk management to privacy aware-
ness, TRA is particularly relevant (Sommestad et al., 2019). Prospect theory, which contrasts with traditional
theories, posits that individuals do not always utilize all available information when making decisions; in-
stead, they are influenced by their perceptions of personal benefits (Singh et al., 2023). This theory is fre-
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quently applied in research on personal risk management (Balaz, 2021; Howat-Rodrigues et al., 2019; Kuz-
niak et al., 2015; Nobre et al., 2016).

Risk management involves assessing and managing identified risks (Islam et al., 2017). It is not solely
a corporate responsibility (Studley, 2021; Zoran, 2018) but should also be applied at the personal level. Hu-
man factors are often the weakest link in a company's security system, with 64 percent of data breaches at-
tributed to human error and system disruptions (Kennedy, 2016). Social engineering, a common attack on
corporate data, involves deceiving users into divulging confidential or sensitive information (ISACA, 2015).
This underscores the importance of applying risk management to secure personal data, a valuable area of
research. Individuals often mistakenly view risk management as a responsibility only at the macro level
(Yang, 2022).

2.2. Hypotheses Development

In the early 2000s, personal risk encompassed the risk of illness or accident, unemployment, premature death,
and insufficient pension funds (Charupat et al., 2012). Personal risk management emerged as a component
of financial theory, linking personal financial planning with risk management, beginning with Elger's publi-
cation (Elger, 2004). Initially, personal risk management focused solely on financial planning (Charupat et
al., 2012; Elger, 2004). Over time, it expanded to include insurance, covering not only life insurance but also
asset protection and financial risks (Armstrong, 2017; Rejda et al., 2022). With technological advancements
and increasing reliance on technology, there is a growing need for personal risk management that extends
beyond financial management to encompass a broader scope (Li & van Rooij, 2022; Pedersen & Nagengast,
2008; Rosique-Blasco et al., 2018; Studley, 2021). Research conducted in Sri Lanka highlights a significant
disparity between individuals with and without insurance literacy and trust in insurance products. Conse-
quently, it is strongly recommended that the government, regulators, and decision-makers in Sri Lanka foster
a culture of personal risk management through education at the school, college, and university levels. This
initiative aims to raise awareness of the benefits and importance of insurance solutions, thereby enhancing
the quality of life in Sri Lanka and alleviating the government's social cost burden (Weedige et al., 2019).

2.2.1. Privacy Concern and Personal Risk Management

The vast amount of information available about individuals on social media poses cyber threats, ranging
from the exposure of personal data to the leakage of confidential company information (Fataliyev & Me-
hdiyev, 2020; A. Setiawan et al., 2021; Windiarti et al., 2020). Research in Indonesia indicates that 71 percent
of Generation Z respondents have only an average level of awareness regarding these risks, highlighting a
generally low awareness among smartphone users in the country (Akraman et al., 2018). As reliance on tech-
nology grows, more personal information is shared online. According to the utility concept in risk manage-
ment theory, the increasing dissemination of personal data necessitates greater attention to the potential im-
pacts of various outcomes. Previous studies support this notion. Research conducted in Hong Kong found
that an individual's approach to managing personal risk influences their privacy concerns when shopping
online (Hong et al., 2021). Similar findings have been reported in Europe (Gimpel et al., 2018), Taiwan (Wang,
2019), Ireland (G. Fox et al., 2022), Germany (Hoppe et al., 2021), and Slovenia (Zlatolas et al., 2019). Based
on these insights, the first hypothesis of this study is:

H1. Concern for privacy affects personal risk management.

2.2.2. Perceived Threat and Personal Risk Management

Technology risk is a key component of perceived security threats (Pruss, 2006). As reliance on the internet
and digitalization increases, so do technology-related risks, such as the theft of personal data for fraudulent
transactions, leading to financial losses. According to the Theory of Reasoned Action (TRA), perceived risk
reflects a consumer's sense of uncertainty and potential negative outcomes when engaging in online shop-
ping. However, prospect theory suggests that individuals may not use all available information due to their
perception of the benefits they expect to gain from their decisions. Despite awareness of threats and risks,
people often prefer online shopping due to its flexibility, competitive pricing, and various conveniences.
Thus, the perceived benefits can significantly influence decision-making. Research conducted in Korea (Jang
& Kim, 2022) found that online purchase intentions are negatively affected by security threats, privacy con-
cerns, performance risks, and social risks from malicious use. Similar findings have been reported in studies
from Saudi Arabia (Mahlous, 2023), China (Tang et al., 2021; Zang et al., 2022), England (Diers-Lawson et al.,
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2021), Vietnam (Nguyen et al., 2022), and Italy (Esposito et al., 2022). Based on these insights, the second
hypothesis of this study is:
H2. The perceived threat affects personal risk management.

2.2.3. Internet Self-Efficacy and Personal Risk Management

According to the TRA, an individual's ability significantly influences their decision-making process. When
making decisions, individuals evaluate various possibilities and consider the potential outcomes. A key con-
cept in risk management theory is the application of regression functions. This concept suggests that indi-
viduals assess the likelihood of risks and predict the consequences of each available option. Integrating these
theories, it can be inferred that an individual's capability to protect their personal data impacts their approach
to personal risk management. Consumers with proficient technological skills in internet use and digital trans-
actions tend to have greater confidence in managing risks associated with online shopping (S. Habib &
Hamadneh, 2021). Those with strong technological competencies, particularly in internet self-efficacy, are
better equipped to access information on cybersecurity, which influences their perception of risks, including
performance, financial, and transaction risks (Kim & Lennon, 2010). Based on these premises, the third hy-
pothesis of this study is:

H3. Internet self-efficacy affects personal risk management.

2.2.4. Personal Risk Management and Intention to Purchase

Online purchase intention refers to an individual's desire to make purchases via the internet (Moslehpour et
al., 2018; Sujarwo & Indriani, 2022). People are inclined to shop from virtual stores for various reasons, in-
cluding the availability of product and service catalogs, search functionalities, trust in websites, price com-
parison options, and online payment systems (Moslehpour et al., 2018). Research conducted in Bolivia iden-
tifies three risks that influence online purchase intentions: the risk of information misuse, the risk of not
receiving the expected product benefits, and the risk of functional inefficiencies (Carvache-Franco et al.,
2022). Similarly, a study in Malaysia (Kamalul Ariffin et al., 2018) highlights financial risk, product risk, se-
curity risk, and psychological risk as factors affecting online shopping intentions. Risk perception also plays
a significant role in influencing online shopping behaviors, as demonstrated by studies in China (Liu et al.,
2022) and India (S. Habib & Hamadneh, 2021). These findings are consistent with previous research (Gimpel
et al., 2018; Wang, 2019). Based on these insights, the fourth hypothesis of this study is:

H4. Personal risk management affects the intention to purchase.

The study framework, informed by previous research and foundational theories for each variable, is illus-
trated in Figure 1.

Concern for
Privacy (CFP)

Perceived
Threat (TP)

H2

Personal Risk
Management
(PRM)

Intention to
Purchase (INT)

H3

Internet Self
Efficacy (ISE)

Figure 1. Research framework
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3. RESEARCH METHOD

This quantitative descriptive study employed an online survey methodology. A purposive sampling method
was used to select participants, focusing on individuals belonging to the Generation Z cohort, born between
1995 and 2015 (Dobrowolski et al., 2022; Goldbach et al., 2023; Iswari & Budiyono, 2024; Tri Marhendra Ra-
hardyan et al., 2023). The study centers on personal risk management in the context of the digital era, making
Generation Z, who are digital natives, the most appropriate population for this research.

The research utilized a questionnaire with items adapted from previous studies (Cromer, 2015; Dang
et al.,, 2020; Junglas et al., 2008; Youn, 2009). The questionnaire comprised two main sections: the first gath-
ered demographic information (gender, age, and location), and the second focused on variables pertinent to
the study. Out of 972 respondents, 466 were eligible for statistical analysis, as the remainder had never
shopped online or did not belong to Generation Z. The measurement of variables was based on prior re-
search, with modifications to align with the study's objectives. Details of all variables, dimensions, and indi-
cator statements are provided in Appendix 1.

The endogenous variables in this study are personal risk management (PRM) and purchase intention
(INT). Indicators for personal risk management were adapted from previous research (A. Setiawan & Har-
yanto, 2024; Youn, 2009) to assess the willingness to seek knowledge for securing personal data. Indicators
for purchase intention were adapted from Dang et al. (2020) to evaluate preferences and habits related to
online shopping. These variables were measured using a Likert scale ranging from 1 to 5. The exogenous
variables include Concern for Privacy (CFP), Perceived Threat (TP), and Internet Self-Efficacy (ISE). Concern
for Privacy, adapted from Junglas et al. (2008), was measured by indicators related to privacy from mobile
providers, phone location data, and awareness of personal data security. Perceived Threat, adapted from
Cromer (2015), was measured by indicators of perceived threat probability and severity. Internet Self-Effi-
cacy, also adapted from Cromer (2015), was measured by indicators of internet self-efficacy. These variables
were similarly measured using a Likert scale from 1 to 5. Table 1 presents the operationalization of these
variables.

Data collection involved distributing online questionnaires to the target respondents. For a large
population with a 95% confidence level, a minimum sample size of 384 is required (Israel, 2003; Oribhabor
& Anyanwu, 2019). This study collected data from 466 respondents. The online questionnaire was distributed
from March to June 2022 using Google Forms, and the link was shared via various social networking plat-
forms. The data were analyzed using Structural Equation Modeling (SEM), a multivariate analysis technique
that integrates elements of simultaneous equation systems, path analysis, and regression analysis with factor
analysis (Saluza & Sartika, 2019; Wardhani et al., 2020). The Partial Least Squares (PLS) approach was selected
for this study because it accommodates both formative and reflective indicators and can be applied without
stringent assumptions (Silva et al., 2019; Solimun, 2020; Wardhani et al., 2020). To assess convergent validity,
the research instrument employed a Loading Factor threshold of greater than 0.7 and an Average Variance
Extracted (AVE) value exceeding 0.50 (Hair, Risher, et al., 2019). Discriminant validity was evaluated using
the Heterotrait-Monotrait (HTMT) ratio, ensuring that the confidence interval value does not reach 1 for any
combination of constructs (Hair, Black, et al., 2019; H. Setiawan & Iramani, 2023).

Table 1. Variable operationalization
Variable Domain Scale
Concern for Privacy Privacy from mobile provider Likert
Phone location data
Awareness of personal data security

Perceived Threat Threat of personal data theft Likert
Private email hacking threats

Internet Self-Efficacy Internet self Efficacy Likert

Personal Risk Management Privacy statement Likert
Protection of personal data

Intention to Purchase Preference for online shopping Likert
Online shopping habits
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4. DATA ANALYSIS AND DISCUSSION

Table 2 presents the demographic data, including the percentage distribution of respondents by gender, age,
and location. Descriptive statistics, such as minimum, maximum, mean, and standard deviation values, are
detailed in Table 3. The classification for each criterion was developed by dividing the range between the
lowest and highest values by the number of categories (Syarif et al., 2023). This study uses four categories,
resulting in a category range of 0.75. The category scale is defined as follows: 1.00-1.75 (very low); 1.76-2.50
(low); 2.51-3.25 (high); 3.26-4.00 (very high). The calculations for minimum, maximum, mean, and standard
deviation values were performed using Microsoft Excel.

This study examines five variables: Concern for Privacy (CFP), Perceived Threat (TP), Internet Self-
Efficacy (ISE), Personal Risk Management (PRM), and Purchase Intention (INT). The descriptive statistics are
summarized in Table 3. CFP has a minimum value of 1 and a maximum value of 4, with a mean of 3.14 and
a standard deviation of 0.68, placing it in the high category. This indicates that respondents have a high
concern for privacy. TP, which evaluates respondents' perceptions of risk likelihood and severity, has a min-
imum value of 1 and a maximum value of 4, with a mean of 2.99 and a standard deviation of 0.76, also in the
high category. This suggests that respondents perceive a high risk associated with technology-based threats.

ISE measures respondents' internet browsing and security skills, with a minimum value of 1 and a
maximum value of 4, and a mean of 2.94, which is in the high category. However, this is the lowest mean
among the five variables, indicating that while respondents consider their internet-related capabilities to be
high, it is relatively lower compared to other variables. PRM has a minimum value of 1 and a maximum
value of 4, with a mean of 3.02 and a standard deviation of 0.75, placing it in the high category. This suggests
that respondents believe they have a high ability to manage risk. Lastly, INT has a minimum value of 1 and
a maximum value of 4, with a mean of 3.07 and a standard deviation of 0.67, also in the high category, indi-
cating a strong desire among respondents to shop online.

The structural model in this study incorporates three exogenous variables —concern for privacy,
threat perception, and internet self-efficacy —and two endogenous variables — personal risk management and
purchase intention. Evaluating the results of Partial Least Squares Structural Equation Modeling (PLS-SEM)
involves three key steps: 1) examining the measurement model, 2) assessing the structural model, and 3)
interpreting the PLS-SEM results. Validity testing for reflective indicators was conducted by evaluating the
correlation between indicator scores and construct scores using the Smart PLS software. Reflective measure-
ment theory was applied because all indicators selected for a construct reflect the latent construct. Each indi-
cator is highly correlated, allowing for interchangeability and removal without altering the construct's mean-
ing (Hair, Black, et al., 2019). Convergent validity measures the correlation of two or more indicators for a
construct (Hair, Black, et al., 2019). The evaluation of the reflective measurement model consists of four
stages: 1) examining the indicator loadings, 2) assessing internal consistency reliability, 3) assessing conver-
gent validity for each construct measure, and 4) assessing discriminant validity.

The first step in evaluating the measurement model involves examining the indicator loadings. Outer
loading scores above 0.70 are recommended, as they indicate that the construct explains more than 50% of
the indicator’s variance (Bai et al., 2022; Hair, Risher, et al., 2019). In this study, as shown in Table 3, all outer
loading scores exceed 0.70, thus providing acceptable item reliability. The second step involves assessing
internal consistency reliability, commonly tested using composite reliability (Hair, Risher, et al., 2019). Com-
posite reliability is considered more accurate than Cronbach's alpha because it accounts for item weighting
(Hair, Risher, et al., 2019).

Table 2. Respondent characteristics

Characteristics Detail Respondents Percentage
Gender Male 170 0.36
Female 296 0.64
Year of birth 1990-1995 61 0.13
1996-1999 122 0.26
2000-2005 283 0.61
Demographic Location Sumatera 132 0.28
Jawa-Bali 84 0.18
Kalimantan 242 0.52
Sulawesi 5 0.1
Papua 3 0.1
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Values between 0.7 and 0.9 are deemed satisfactory, while values above 0.95 may indicate redundancy, re-
ducing construct validity. In this study, as shown in Table 3, the composite reliability values range from 0.82
to 0.92, indicating satisfactory internal consistency reliability. Cronbach’s alpha can serve as an alternative
measure of internal consistency reliability, typically yielding lower values than composite reliability (Hair,
Risher, et al., 2019). A minimum value of 0.70 is acceptable. In this study, as shown in Table 3, Cronbach’s
alpha values range from 0.70 to 0.89, confirming that the internal consistency reliability test meets the re-
quired standards.

The third step involves assessing convergent validity for each construct measure. Convergent valid-
ity refers to the extent to which a construct explains the variance of its items (Hair, Risher, et al., 2019). The
average variance extracted (AVE) is used to evaluate a construct’s convergent validity. A loading value
greater than 0.5 to 0.7 indicates that the construct accounts for at least 50% of the variance in its items (Alotaibi
& Alshahrani, 2022; Bai et al., 2022; Liao et al., 2022; Maswadi et al., 2022; P Panca et al., 2017; Shiau et al.,
2019). In this study, as shown in Table 3, the AVE values range from 0.60 to 0.75, confirming that the conver-
gent validity test meets the required standards. This indicates that the research instrument is valid. The fourth
step in evaluating the measurement model involves assessing discriminant validity. The Heterotrait-Mono-
trait (HTMT) ratio is the most commonly used metric for this purpose.

Table 3. Statistic descriptive-outer mode & convergent validity test results

) . Cronbach's . Std

Construct Indicator Loading CR Alpha AVE Mean Min Max Dev
CFP1 0.79

Privacy Concern (CFP) CFP2 0.78 0.82 0.70 0.61 3.14 1 4 0.69
CFP5 0.77
PTP1 0.85
PTP2 0.88

Threat Perception (TP) PTP3 0.86 0.92 089 069 299 1 4 076
PTS1 0.77
PTS2 0.79
SE1 0.84

Internet Self Efficacy ok 0.8 0.92 0.89 0.75 2.94 1 4 071
SE3 0.89
SE4 0.83
PRM1 0.88

Personal Risk Management (PRM) PRM2 0.87 0.88 0.80 0.72 3.02 1 4 075
PRM3 0.78
Intl 0.74

Purchase Intention (INT) Int2 0.70 0.82 0.71  0.60 3.07 1 4 0.67
Int3 0.88

Table 4. Discriminant validity (HTMT)

Variable CFP INT ISE PRM TP
Concern for Privacy (CFP)
Purchase Intention (INT) 0.27
Internet Self-efficacy (ISE) 0.21 0.41
Personal Risk Management (PRM) 0.74 0.26 0.35
Perceived Threat (TP) 0.75 0.23 0.21 0.55
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Table 5. R-squared value

Variable R Square Q-squared value
Purchase Intention 0.05 0.02
Personal Risk Management 0.40 0.28

The HTMT ratio is calculated as the average value of item correlations between different constructs, divided
by the geometric mean of the average correlations for items within the same construct. A reference value
below 0.90 indicates adequate discriminant validity (Hair, Risher, et al., 2019). In this study, as shown in
Table 4, all HTMT ratios range from 0.21 to 0.75, which is below the 0.90 threshold. Therefore, it can be con-
cluded that each construct is empirically distinct from the others in the structural model.

After confirming the measurement model's adequacy, the next step in evaluating PLS-SEM results is
to assess the structural model. This assessment involves several standard criteria, including the coefficient of
determination (R?), the cross-validated redundancy measure (Q?) obtained through blindfolding, and the
statistical significance and relevance of the path coefficients. The R-squared value (R?) measures the extent to
which an independent latent variable influences a dependent latent variable. R? values range from 0 to 1,
with higher values indicating greater explanatory power. Generally, R? values of 0.75, 0.50, and 0.25 are con-
sidered substantial, moderate, and weak, respectively. However, acceptable R? values can vary by context;
in some fields, such as predicting stock returns, an R? as low as 0.10 may be deemed satisfactory (Hair, Risher,
et al., 2019).

The R? values for the endogenous variables in this study are presented in Table 5. As shown, the R?
value for purchase intention is 0.05, while for personal risk management, it is 0.40. This indicates that per-
sonal risk management accounts for only 5% of the variance in purchase intention, suggesting it is not a
primary factor influencing respondents' decisions to make online purchases. Conversely, the R? value of 0.40
for personal risk management suggests that 40% of its variance is explained by concern for privacy, perceived
threat, and internet self-efficacy. Therefore, it can be concluded that the model has a low goodness of fit for
explaining purchase intention and a moderate goodness of fit for explaining personal risk management.

Another method to evaluate the predictive accuracy of the PLS path model is by calculating the Q-
square value (Q?). This metric is obtained through the blindfolding procedure, which involves systematically
omitting data points, replacing them with the mean, and then estimating the model parameters. A Q? value
greater than zero for a specific endogenous construct suggests that the structural model has predictive accu-
racy for that construct, indicating a better fit between the model and the data (Hair, Risher, et al., 2019; Syarif
et al., 2023). Q? values above 0, 0.25, and 0.50 represent small, medium, and large predictive relevance, re-
spectively, of the PLS path model (Hair, Risher, et al., 2019). In this study, as shown in Table 5, the Q? value
for purchase intention is 0.02, while for personal risk management, it is 0.28. These values indicate that the
model has only small predictive relevance for purchase intention, whereas it has medium predictive rele-
vance for personal risk management. After evaluating the model’s explanatory and predictive power, the
final step in assessing the structural model is to examine the statistical significance and relevance of the path
coefficients. The results of the PLS algorithm processing and bootstrapping, which assess the significance of
the path coefficients, are presented in Figure 2 and Table 6.

A research hypothesis is considered valid if the p-value is less than 0.05. The detailed results, pre-
sented in Table 6, are based on bootstrapping estimation, indicating that all the hypotheses in this study are
valid. Bootstrapping estimation also provides a robustness check. Recent research has introduced additional
methods for evaluating the robustness of PLS-SEM results (Hair, Risher, et al., 2019). These methods focus
on either the measurement model or the structural model. One robustness check involves assessing the line-
arity of the relationship between exogenous and endogenous variables by evaluating the p-value of the
squared term for the exogenous variables. If the p-value for the squared term is not significant, it suggests
that the relationship between the variables is linear (Sudaryono et al., 2024). This confirms the validity of all
the hypotheses in this research. Additionally, bootstrapping estimation provides a robustness check.

The intersection of personal risk management and technological advancements, particularly the ex-
tensive use of digitalization, is intricately linked to privacy concerns. In this study, privacy concerns were
evaluated by assessing respondents' comfort levels with cellular providers storing personal data, continu-
ously monitoring their location, or sharing location data with third parties.
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Figure 2. Structural model
Table 6. Bootstrapping estimation
Hypotheses Variable Original Sample  T-Statistics P-Values
Hl1 Concern for Privacy - Personal Risk Management 0.469 10.513 0
H2 Internet Self-efficacy - Personal Risk Management 0.175 441 0
H3 Personal Risk Management - Purchase Intention 0.224 5.575 0
H4 Perceived Threat > Personal Risk Management 0.166 3.329 0.001

Additionally, respondents were evaluated on their proactive efforts to seek information about safeguarding
data privacy. Identifying the risks one faces is the initial step in risk management. An individual who is
uncomfortable with mobile operators continuously collecting location data demonstrates a significant con-
cern for privacy. For instance, when passing through certain locations, individuals may receive unsolicited
promotions or advertisements on their mobile phones, a direct consequence of continuous location monitor-
ing by mobile operators. As illustrated in Figure 2 and Table 6, this study confirms that privacy concerns
positively influence personal risk management. These findings align with previous research conducted in
Europe (Gimpel et al., 2018; Hong et al., 2021), Taiwan (Wang, 2019), Ireland (Hoppe et al., 2021), and Slove-
nia (Zlatolas et al., 2019). The study also supports prospect theory, suggesting that individuals may overlook
some information due to their focus on future prospects. Consequently, while privacy concerns and other
factors moderately explain personal risk management, they have a weak indirect influence on purchase in-
tentions. According to prospect theory, despite privacy concerns and personal risk management, the poten-
tial benefits of online purchasing may encourage continued online shopping.

Threats are factors that actively hinder an organization's goal achievement. When an organization
has vulnerabilities that can be exploited by these threats, risks emerge. This study examines how individuals
perceive threats, particularly regarding personal data theft, account hijacking, or data monitoring. If individ-
uals perceive a threat, it is assumed they are more aware of the risk and manage it accordingly. The study's
findings indicate that perceived threats significantly impact personal risk management, consistent with pre-
vious research in Saudi Arabia (Mahlous, 2023), China (Tang et al., 2021; Zang et al., 2022), Great Britain
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(Diers-Lawson et al., 2021), Vietnam (Nguyen et al., 2022), and Italy (Esposito et al., 2022). Like privacy con-
cerns, perceived threats also support prospect theory.

Individuals with strong internet skills generally understand the risks associated with accessing web-
sites and know how to mitigate these threats. Higher internet self-efficacy correlates with better personal
data security and effective personal risk management. This study confirms that internet self-efficacy influ-
ences personal risk management, aligning with previous research in China (Liu et al., 2022) and India (S.
Habib & Hamadneh, 2021). Similar to privacy concerns, internet self-efficacy supports prospect theory.

Although this study did not focus on purchase intentions, it used them as a practical example to help
respondents envision the application of personal risk management in daily life. With a weak explanatory
power of 0.02, the influence of personal risk management on purchase intention is relatively low, as respond-
ents generally have not recognized the importance of personal risk management in all life aspects, including
online shopping. This study also supports the theory of reasoned action, where various factors influence a
person's intention to act. In this context, personal risk management is the direct influence, while privacy
concerns, perceived threats, and internet self-efficacy are indirect influences.

Future research could involve practical experiments in online investment, digital payments, or other
digital activities involving privacy data. The study's findings are consistent with previous research (Gimpel
et al,, 2018; S. Habib & Hamadneh, 2021; Kamalul Ariffin et al., 2018; Wang, 2019). Research in Lithuania
found that financial literacy significantly impacts personal finance management for Generation Z (Navickas
et al., 2014).

To enhance personal data security at both individual and regulatory levels, education or training
programs are essential. These programs will increase awareness of data privacy threats, emphasizing the
necessity of personal risk management. Such education is particularly crucial for Generation Z (Nicolas-
Rocca & Burkhard, 2019a). In this study, privacy concerns, perceived threats, and internet self-efficacy ac-
count for 40% of the variance, with other factors influenced by personality traits (Chen et al., 2023; Lissitsa &
Kol, 2021; Twumasi Baffour et al., 2019), effective decision-making, self-control, conscientiousness, neuroti-
cism (Ganbat et al., 2021), perceived relevance (availability, accessibility, acceptability, and adaptability), in-
formativeness, perceived expectancy (Mohd Thas Thaker et al., 2021), consumer adaptation to technology,
perceived risk in online transactions, consumer trust in online technologies (S. Habib & Hamadneh, 2021),
financial, product, security, and psychological risks (Kamalul Ariffin et al., 2018), information (Kim & Len-
non, 2010), satisfaction (Kim & Lennon, 2010), risk perception, education (Shin & Park, 2017), and gender
(Twumasi Baffour et al., 2019).

5. CONCLUSION, IMPLICATION, SUGGESTION, AND LIMITATIONS

This study examines the relationship between privacy concerns, perceived threats, and internet self-efficacy
in the context of personal risk management. To illustrate these relationships in everyday life, the study also
considers their impact on online shopping intentions. The findings reveal that privacy concerns, perceived
threats, and internet self-efficacy significantly and positively influence personal risk management.

Personal risk management, particularly in the era of technological advancements and widespread
digitalization, is closely linked to privacy concerns. The study's results indicate that privacy concerns enhance
personal risk management, supporting prospect theory, which suggests that individuals may overlook cer-
tain information in favor of potential gains. Consequently, while privacy concerns and other factors provide
moderate explanatory power, their effect on purchase intentions is weak and indirect. Thus, despite concerns
about privacy and personal risk management, the potential benefits of online shopping encourage individu-
als to continue making purchases.

A threat is defined as any person or thing that poses a risk of harm or danger. In this study, threat
perception is associated with concerns about personal data theft, account hijacking, or monitoring of personal
information. As individuals perceive greater threats, they are likely to improve their personal risk manage-
ment. The findings show that perceived threats influence personal risk management. Like privacy concerns,
perceived threats align with prospect theory, offering moderate explanatory power and a weak indirect effect
on purchase intentions. This is because individuals often prioritize the benefits of online shopping over per-
ceived threats.

Similarly, an individual's internet self-efficacy affects their personal risk management practices.
Higher internet self-efficacy correlates with greater efforts in personal risk management. The study indicates
that internet self-efficacy influences personal risk management and aligns with prospect theory, providing
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moderate explanatory power and a weak indirect effect on purchase intentions.

The practical implications of privacy concerns, perceived threats, and internet self-efficacy on per-
sonal risk management in online shopping are significant for individuals, regulators, and companies. For
individuals, understanding and managing privacy concerns and enhancing self-efficacy can lead to safer
online transactions. Regulators should develop policies to protect consumer data and raise awareness about
digital threats, creating a safer shopping environment. Companies should focus on transparency, data secu-
rity, and educating consumers about potential risks. By doing so, all parties can strengthen personal risk
management and increase trust in online shopping. This research can guide regulators in designing digital
security regulations, help individuals assess personal risk management, assist online retailers in enhancing
data security, and serve as supporting literature for researchers in this underexplored area.

This study contributes to the existing literature on personal risk management by identifying the in-
fluence of privacy concerns, perceived threats, and internet self-efficacy. There is still limited research on
personal risk management theories. The findings also support related theories, including risk management
theory, the theory of reasoned action, and prospect theory. This research aligns with prospect theory, which
posits that individuals may ignore certain information in favor of potential gains. As a result, while privacy
concerns and other factors offer moderate explanatory power, their effect on purchase intentions remains
weak and indirect. Thus, following prospect theory, despite concerns about privacy and personal risk man-
agement, the potential profit from online shopping motivates individuals to continue making purchases.
Furthermore, this study supports the utility method as a key concept in risk management, emphasizing the
importance of considering the magnitude of different outcomes in decision-making processes.

The factors examined in this study are primarily internal to individuals (privacy concerns, perceived
threats, and internet self-efficacy). Future research could incorporate external factors such as economic ben-
efits, perceived value (Kim & Lennon, 2010), perceived usefulness (Sutarso, 2021), government regulation
(Adiani et al., 2021), modified cybersecurity risk assessment (Alamri et al., 2023), internal communication
through digital channels to reduce risk (Kovaite et al., 2020), individual risk tolerance (Sheedy & Lubojanski,
2018), customer trust, data security, user interface (Stewart & Jiirjens, 2017), data transmission to third parties,
and privacy-sensitive data analysis (Chatfield et al., 2017).

Consistent with previous research (Mubarok, 2022), the government's role is crucial in formulating
policies that prevent digital transaction incidents and support consumer protection. In this study, online pur-
chase intention was chosen to test the application of risk management, as Generation Z is prevalent in online
shopping activities. Another testing alternative could be digital investment or banking.

There are several limitations to this research. First, the focus on a specific sample of Generation Z
limits the generalizability of the findings. While this age group was selected for its relevance, it restricts the
applicability of the results to populations with diverse socio-demographic backgrounds. Future research
should aim for more varied samples across different locations and age groups. Second, the study's parame-
ters, particularly regarding online shopping, pose another limitation. The influence of personal risk manage-
ment on online shopping intention is categorized as weak, possibly because online shoppers prioritize shop-
ping activities over risk factors. Future studies might consider using other online activities, such as online
investment intentions, as experimental tools. Additionally, the three factors selected for this research — pri-
vacy concerns, perceived threats, and internet self-efficacy —explain only 40% of personal risk management.
Although the model test meets the criteria for model fit, indicating that the factors identified are appropriate
for making predictions, the R-square of 40% suggests that the structural model is moderate. Subsequent re-
search could explore other factors such as personality, effective decision-making, self-control, conscientious-
ness, neuroticism, perceived relevance, informativeness, perceived expectancy, consumer adaptation to tech-
nology, perceived risk associated with online transactions, consumer trust in online technologies, financial
risk, security risk, psychological risk, satisfaction, risk perception, education, and gender.
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Appendix 1. Research instrument

Variable Domain Indicator Statement Code
Intention o Preference for online shopping I pr.efer sh.opping online ra}ther than shopping in physical stores. INT1
purchase I will continue to shop online. INT2
Online shopping habits I plan to shop online regularly in the future. INT3
Privacy of mobile provider It is a problem for me if my cellular provider stores my location data. CFP1
Concern for Phone location data Iam uncomfortal?le if my cellular provider can track my location anytime. CFP2
privacy I expect my location data to be accurate. CFP3
Awareness of personal data My cellular provider should not share my location data with unauthorized parties. CFP4
security My cellular provider should not share my location data without my permission. CFP5

I understand terms related to the internet. SE1

Self-efficacy Internet self-efficacy I am able to explain the fu.nctions 9f inter%net devices. SE2

I am able to troubleshoot issues with my internet. SE3

I am able to use the internet to search for the data I need. SE4

In my opinion, the likelihood of someone’s personal data being stolen while online is: PTP1
Perceived threat probability In my opinion, the likelihood of personal email being intercepted while online is: PTP2
Threats In my opinion, the likelihood of privacy invasion of someone’s data is: PTP3
. . I am worried that my personal data might be stolen when I am online. PTS1

Perceived threat severity . © . .

I am worried that my personal email might be intercepted when I am online. PTS2
I ask more knowledgeable people about how to protect personal data. PRM1
Risk Personal risk management I read the privacy statements provided on the websites. PRM2
I'look for guides or tutorials on personal data protection on the internet. PRM3
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